MWHUCTEPCTBO BHYTpeHHUX gen Pecnybnukn benapycb

.'l Cnyxum 3akoHy, Hapogy, OtuunsHe!

Knéep6e3sonacHocTb

04.02.2026 KnbepnpecTyrnHOCTb

AKTyanbHble MOLLEHHUYECKUEe aKKayHTbl B COLiMasibHbIX CETAX, C MOMOLLbIO KOTOPbIX pacrpoCcTpaHseTCsl JIOXKHas
qu)opmau,ml O NMpojaxxe TOBapoOB U OKa3aHuUu ycnyr

NHhopMaLimsa 06 akTyanbHbIX MOLWEHHUYECKMX aKKayHTax B COLManbHbIX CETSX, C MOMOLLbIO KOTORbIX
PACNpPOCTPaHAETCA NOXKHAA VIHCb_ODMaLlVIFI O npoaa)xe ToBapoB XU OKa3aHWUn yCcnyr fi

MoOLIEHHUKN He APeMAIOT U MOCTOSIHHO MPUAYMbIBAlOT HOBble cnocobbl o6MaHa. BaM 3BOHAT M3 6aHKa M npocaT
CoO6WMUTb AaHHble KapTbi? ByabTe OCTOPOXXHbl — 3TO MOXXET 6biTb BULIMHI! Y3HaliTe, KaK 3alUTUTb cebsa oT
MOLLEHHUKOB, MOCMOTPEB HOBbIl Buaeoponuk «BULLUHI-A36yka uudpoBoi 6e3onacHoCTU».
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KAK HE CTATb XXEPTBOW

EPMPECTYINMTHUKA

HALOEXHDbIE NMAPOJIN
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HEOBXOOUMO:

+ CozpaBaTb NepcoHanbHble (YHUKanbHbIe)
naponv K pazHelM CepB1Cam

+ Mcnonb20oBaTh CAOXHBIE NAPOAW: MuHKUMYM 10
CMMBOMNOB, OHOBPEMEHHO UMPLI, CTPOYHEIE
M NPONUCHBIE CUMBONbI, 3HAKW NYHKTYaUWK K1
APYrve CMMBONI

+ [oBepsaTh TONLKO NPOBEPEHHLIM
MeHemKepam naponei

BE3OMACHbIN WI-FI

HE PEKOMEHOYETCH:

Wcnons2oBate NOBTOPEHUS CUMBONORB
XpaHuTE naponu Ha GyMaKHeIX HOCUTENaX

Wcnonb3oBaTh B KauecTBe Naponsa CBOM NOrvH
(MMA NoneL30BaTeNnA, y4eTHan 2anncek, HUKHeRM)

Coxpa HATE Naponke aeToMaTU4eCcKH
B Opayzepe

Wcnonssoeats Guorpaguueckyto
nHdopMaumio B napone

Q2

+ OTKNIOUMTE 0BLLMIA gocTyn K ceoeil Wi-Fi
TOYKe, Aaxe ecnu y Bac «0esNMMUTHbIA»
WNHTepHet

+ VicnonezoBaTth HageXHbIR (CM. BhilWE) Naponb
Ana goctyna K saweid Wi-Fi Touke

+ ,ﬂeaxm BHpOEaTb dETOMamTU4ecKoe
NogKNIoYeHNe CEBOMX YCTPOMCTE K OTKPLITHIM
Wi-Fi Toukam

NMPOBEPEHHbIE EPAY3EPbI U CAWUTDI

+ MCI‘IOﬂbSOEBTb cneunaneHoe NporpaMmmHoe
obecnevyeHue (aHTUBWPYC, paclumpeHue ans
Bpayzepa), uTobbl M36eXaTe NoceleHa
COMHMWTE bHEIX CaiiToB

BE3OMACHOCTb 3JIEKTPOHHOW NOYTbl

HEOBXOOWMO:

+ MoakN4YUTE ABYX(PaKTORHYIO
ayTeHTupUuKauuo

+ WMcnone3osate MUHMMYM 2 TUNa e-mail
aAPECOB: 3aKPLITLIA (TONBKO ANA NPUBA3KK
YCTPOWCTB U CPEACTB MX 3aWunThl) 1
OTKPbITBIA (ANA NEepenmncku, NOANUCOK W T.4.)

+ WMcnonezoearte CMNAM-uneTpel

BeoauTe CBOR NOrvH W Napone QocTyna K
YUETHOM 3anucu (CTpaHMue) WK cucTeme
6aHKOBCKOro 06CNYKMBAHWSA NPK
NoAKNIOYEHUK K BecnnaTtHbeIM (OTKPbITEIM)
Toukam Wi-Fi B kathe, TpaHcnopTe, TOProBbIX
UeHTpax 1 1.4.
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¥ lMepexoauTts NO HENPOBEPEHHLIM CChINKaM

¥ BeoawTb MHhopMauwio Ha caiTax, ecnm

coefiIMHeHWe He 3aluMILeHo (HeT hitps ma)

Q4

HE PEKOMEHOYETCH:

X PearuwpoeaTb Ha NUCbMa OT HEU3BECTHOrO
OTNPaBMTENA: CKOpee BCero 3To cnam uiwn
MOLEHHKWKHK

¥ OTkpbiBaTh NOAO3PUTENEHOE BNOXEHUE
K NMUCbMY: CHavyana Nno3BoHWUTe OTNPaBUTeNo
W y3HaiTe, 4To 370 3a thann

MCMNOMb30OBAHWUE MPUMOMXEHMI, COLICETEN M MECCEHKEPOB [@

+ YcTaHaBnMBaTh NPUNOXKEHWUS TONBKO
u3 PlayMarket, AppStore nnm us
NPOBEPEHHbIX WCTOUHUKOB

+ Of6pawarte BHMMaHWe, K KakuM MyHKUMAM

¥ PazmMellaTe NepCOHanbHYO U KOHTAKTHYHO
nHhopmaumio o cefe B OTKPBLITOM QOCTYNe

¥ Wcnone20BaTk yKasaHWe reonokauum
Ha hoTo B NOCTax



ragxeta NpyunoxeHvwe sanpawneaetr qocryn
X O1BeYaTh Ha 06GMAHLIE BEIPEXEHMWA

+ O6mMmeHuBaTeCA cCoObLWEeHUAMKW B COUCeTaX 1 W arpeccuio B COLUCETAX — My4lle HanuwnTe
MECCEHIXKEPaX, TONBKO NOMHOCTEIO 06 3TOM anMUHWUCTPaToOpY pecypca
YAOCTOBEPUBLUNCE B MTMHHOCTK
cofeceaHuKa, He pearupys Ha X ¥notpebnate HEHOPMAaTUBHYIO NEKCUKY
COMHMWTENbHBIE NPOCcLOLI U NPeANoXeHus npw oGuwieHnn

X YcraHaenvBartb NPUIOKEHUA C HU3KWUM
PERTUHIOM K OTPUUATENBHBIMKW OT3bIBAMKW

3ALLUMTA OAHHbBIX BAHKOBCKOM KAPTOYKU 06

+ XpaHWTe B TAMHE MWUH-KOA KapThl ¥ XpaHuTb NWH-KOL BMECTE C KapToukom /
Ha KapTo4yke

+ [puKpbIBaTL NAAOHLIO KNAaBUATYPY Npw

BBOAE NWH-KOAA ¥ Coob6uwate CVV-kon unu oTNpaenaTe
ero choto
+ OdopmMKTL OTOENBHYIO KapTy ang
OHNaRH-NOKYNOK W He AepXaTk Ha Her ¥ PacnpocTpaHATe CBOM NACNOPTHEIE AaHHLIE
GonblUIMe CYyMMEI (MHOPMALMIO NMYHOrO XapakTepa, HOMep
MOGUNBHOro TenedoHa), «NornH» M «<Naponb»
+ Wcnonesoeats yenyry «3-D Secure» aocTyna k cucteme «MHTepHeT-GaHKUHM
W NTUMKUTBEI Ha8 MaKCUManeHbsle CyMMbI
OHNaiH-onepauxi ¥ CoobuiaTte flaHHbIE, NONYYeHHbIE B BUAE
SMS-coobeHnin, ceaHcoBble Naponu, Ko
4+ Ckpbite CVV-K0f Ha KapTe (TPex3HauHbIA aBTOpU3aLmMK, napons 3-D Secure 1 T.4.

HOMEp Ha o6paTHOW CTOPOHE),
npefBapuTensHO COXPaHWe ero

Mudorpaduka
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ECIM 8aL1 aKKaYHT 336710KMPOBZH MOLLEHHMKOM, CEBHCHSIE LEHTPbI He NOMOrYT.

Pa36IOKWPOBG BO3MOXHa TOTBKO Yepe3 OGHUMATsHYI0 TeXTORREPKKY Apple
IpW KanAAM AOKYMEHTOB, MOATBEPAAIOLIAX NOKYIKY YCTPOCTER.
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Ecnu Bbl cTanu )xepTBon KU6epnpecTynHUKOB,_
obpalianTechb B rnaBHoOe yrnpaB/ieHue Nno NpoTUBOAENCTBUIO
KM6epnpecTynHoCTU KpPUMUHAIbHOW MUINLIUK
MBJ Pecny6nuku benapycb

3aKOHHbIe CAENKU C KPpUNTOBANIOTON
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B cooTBeTcTBUM C YKazom [Mpe3ungeHTa "06 obpalleHnn uMdpoBbIX 3HaKoB (TOKEHOB)" pa3peLleHo NoKynaTb U NPoAaBaTh
TOKEHbI UCKNHOYNTENBHO Yepes pe3neHToB Mapka BbICOKUX TEXHOMOMUNA.

[eicTBne yCTaHOBMIEHHOrO MoOpsiAka PacrnpoOCTPaHSIeTCss Ha BCeX /UL, Haxodswmxcs Ha Tepputopum Pecny6nmnku
Benapycb M Ucnonb3ayowmx nnaTeXxHble KapTbl, SMUTUPOBaHHble 6aHKaMM Hallel CTpaHbl.

Mpn HEOBXOAMMOCTH NPOAAXKU KYMNJIEHHbIX paHee TOKEHOB CAe/laTb 3TO MOXHO TaKXXe NocpeAcTBoM peanaeHTos MMBT.
YT06bI HE HApYLLIMTb 3aKOH MpU NOKYMKe UM(POBbIX 3HAKOB, ClIeAyiTe CNeayroLLMM NpaBuiam:

- 3aperucTpupyiTecb Ha 6eflopycCKOM KpUMTOGMpXKe, Nporas npoueaypy Bepudukauun. lnowagka rapaHTupyet
HaAEeXHOCTb, BO3MOXHOCTb JIErKO NMOATBEPANUTb CBOM LOXOAbI OT KPUMTOBAOTbI, OTCYTCTBUE MOLLUEHHUYECKUX CXEM;

- nocJie co3aHnA akKayHTa nonoJsiHuTe c4eT C NOMOLbIO 6aHKOBCKOM KapTbl nn nepeBoaa,

- Bbl6epI/1Te OOCTYNHble K MOKYMNKe KpunTtoBaslklOTbl, KOTOpPble 3apeKoMeHAoBasun cebss M He XapaKTePU3YHTCA Kak
BbICOKOPUCKOBbIE. 370 rapaHTUA He NoTepATb c6epe)KeHMﬂ.

TakuM 06pa3oMm, Bbl CMOXeTe 6biTb yBEpeHbl, YTO cob/tofaeTe HOPMbl 3aKOHOAATENbCTBA, @ Ball akTUB He MMeeT
KPUMWUHANbHOrO MPOLLIOro.

3aKOHHbIe CAeJIKM
C KPUNTOBA/IOTOM

Y6epgurecsh, yTo Balum caenku cOOTBETCTEYIOT
\3 % AeNCTBYIOLWEMY 3aKOHOOaTeNbCTBY
=—r—, Pecnybnukn Benapycb

MopAnokK ocylWecTBNeHWA cOenokK

C KPMNTORANIOTOW onpeneneH

Oekpetom MNpeangedTa Pecnybnuvkum benapych
oT 21 nexkabpsa 2017 r. N28

«O pazBUTUK UMb pPoBOi 3HOHOMMKMS K1
Y¥Ka3om MNpe3ngeHTa Pecnybnvkun Benapycob
ot 17 ceHTRBpA 2024 r. N2 367

«06 oBpaweHHWH UMD POBLRIX 3HAKOB (TOKeHORB)»

B Pecnybnuke benapycb ¢pM3IMUECKMM NULaAM:

@ PA3PELLUEHO 3AMNPELWEHO

Jobblya KpUNTOBaNKOTLI B pe3ynkTaTe MNpopaxa (Nokynka) KpMNTOBaNOThbI
Nﬂﬂﬂﬂ;ﬁﬁ:pm Peciybnuen Benapych, 33 fleHeXHble CPEHCTBE Ha

TaK M Ha TEPPHTORHA HMOCTPaMHOrS Frocydapetaal “Hccrpa HHbBIX Kp MATonnN aT¢n pMa X

MNpopaxa (Nokynka) KpunNToBanioTEl Mpogama (Nokynka) KpUMNTOBaNIOThI

33 AeHeMHble CpeacTEa Ha
ﬁEHDpYCEHH}( H[E.HI'ITBHHEITI:tID Max, 3a geHexHble CpeCTBa HanNnpaMyio

ABNAKWKWXCA pe3snaeHTamMM [ lapka Meway PHUIKMHecKMMKM NuamMm
BbBICOKMWMX TEXHOMNOrMHM

ObBMeH KpWnNToBankoThI
Ha MHbIe TOKEeHbI

[Ha BenopyCCHWE M MHOCTRAHHLIX KPHNTONNETHopMax)

MNonyyeHWe KPUNTORANKOTLI B Aap
MNKW HacnencTeo

BONBWE MHPOPMALIMMK
MMasHoe ynpasneHMe

B Telegram-wanane no NpoTHEOOSACTEMIO

KHBEPKPENOCTE HKHBEpNpPecTyNHOCTH
CYBER_FORTRESS_BREST HK MBO PecnySnuen Benapych




TENE®POHHOE MOLWEHHUYECTBO:

MOLUEHHWKIA
‘r’EEH{ﬂAlDT

RACH

- CEMA
NpaBoOXEAHN TENBHBIX

HFIFHHI:IB GanHmoe

|

MonyYuTs KPegmT, -

OTMEHHTE AROGk
I:IPH.'IEHthﬁ HEAIRSTTHESH HE BELNE AME QPYT =17}
SMT W NBPEBECTH JBHLMN HA CMBLUMANLHLIA CHaT

YeTaHoBUTD nporpamMmMHoEe
ofecneyeHne, suabis ona n

MOWBHHEYSCKON ATAKM HA BEW

OTEREIEHWA

nEpEEECTH HaKonneHna
Ha AKothi B MacHBIA cyYeT, YTobel
HE WILANK NP 0BkICHE

MepenaTe NUYHBIE QaHHBIE

M KOO M3 CMC, TakMe CBEOEHMA
NPEACCTABNAKT MOWEHHWKAaM [OCTYN
B CHETY MNW CEPENTY

OCTOPOXXHO!
MOLLUEHHUYECTBO!

B COUMANBHBIX CETHX U HA TOPIrOBbIX MNNTOLLAOKAX:

MNepepacT Nnpegonnaty 3a

HECY LL|ECTE","KJI.IJ,HIE TOBAP B AxeMarasnHe
W N0 WIMBEHEHHEM pRoasarTam Gauka

HEPEHT“ no NoooensHoM CcelnKe
GEHEOBEHOR CHETEME M BESCTH NWYHEE GaHHEM
{NOrMH ¥ NAPONL, HOMBP K TPEXIHANHEIA KO[ ©
ofopoTHOE cTopOHE BAHKOACKON KAPTH, KOO Ka
CMC, xogomos cnoso)

MepeyucnnTs AEHLIW Ha KapTy
WNK ONRATMTL po HHHRY,
Apyry ¥

Ha noppeneHon BUpMe BNOMWTE

AEHbLIM B NPOSKT, rrob ans
no |'I'|.| YEHWE NACCIHEED

canTa
mvd.gov. by

MOLLEHHWKW
YBEXOAIOT,

npencTragnafch
NpogasuamMK, Opy3bamMK,
napTHepamMu no Buadecy,
pPYROBOOUTENRMM
WHEECTHUWNOHHBIX ApoeKToR




TEICOOHHLI®
MOURHHMKM

MPEACTABAAIOTCA:

® COTPVIHHUKaAMH TOC. OpraHOB U OaHKOB
® [IpoJaBllaMM, HHEBECTOPAMH, 6}_]01"{:13[}5[ MH

e pPaboTHUKaAMM CIIVXKO CBS3N
(BenriouTta, Benrennekom, Al, MTC)

e pabOTHUKAMM KOMMYHAaJIBHBIX CIVKO
(aHeproHaasopa, BOJIOKaHAIA, Fa3s0BOM CITYKObL)

YEPOMWAIOT U 3ATNYFABAIKOT:

e HOMO3peHMEM B ITPECTYVILIEHNN H
ITPOBEICHHEM oOBICKA

e CJIO)KHOM CHUTVallMen ¢ poACTBeHHUKOM
e OKOHYAHMEM JeHCTBUS Ipubopa yuera Win YCIyru

YBEXAAIOT U 3ACTABASAION:

[10/1 TITPeiTIOTOM JeKIapupoBaHus e
IiepeBecTy NMeHbru Ha “GesdrracHBIN CcUeT ?'
BHeCTH IpefoIiaTy 3a ToBap MM J
B3HOC B MHBECTUIIMOHHBIN TTPOEKT

InepejaThb JUYHbBIC JaHHbIE M KOObI M3
CcooDIIIeH M, VCTAHOBUTD IIPHIIOMKEH L

IEHHE T10 1
fonukH ber

B HacTosiLee BpeMsi d)YHKLI,I/IOHVIPYIOT cnepymouime oCHOBHble pecCcypcCbl.

Telegram-KaHanbl:

«KWBEPKPEMOCTb» — YMNK KM YB[, BpecTckoro o61Mcnonkoma;

«Llncdhposasa rpamoTHocTb» — YIMK KM YB/] Bute6ckoro o6amncrnonkoma.

Telegram-60TblI:

«MINOBL STOP SCAM» - YIMNK KM YB[, MuHckoro o6nucnonkoMa (coemecTHo ¢ OMNK KM Bopucosckoro PYB[);

«@ScamBY_bot» — YK KM 'YB/], MuHropncnonkoma;

«AntiScamBot» (@k_AntiScamBot) — YMNK KM YB[, MpogHEHCKOrO 06IMCNOSIKOMA;
«KméepL.lm;

«KunbepnpodhunakTunka,



https://t.me/CYBER_FORTRESS_BREST
https://t.me/cifgram
https://t.me/borisovstopscam_bot
https://t.me/cyberBLR_bot
https://t.me/UPK_Brest_bot

«Knbeppetektue» — YIMK KM YB[ BpecTtckoro o6nmcnosikoma.

AgZpec cTpaHuubl B uHTepHeTe: https://mvd.gov.by/ru/news/7021
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